
Cloud Disaster Recovery  
and Security

• Enhanced 15 minute Recovery Time 
Objective

• Remove associated costs to manage a 
secondary failover datacentre

• Facility to run zero data loss test fail overs 

• Simplified management and administration 
for Business Continuity & DR

• Detailed procedures and fully documented 
DR process 

• Ability to migrate existing workloads into 
Azure IaaS efficiently 

• Market leading security from Palo Alto that 
integrates with the Cloud

• Resilient firewall design with active/passive 
failover

CUSTOMER PROFILE
Workspace Group plc is a real estate investment 
trust based in Oval, London. Founded in 1987 by 
the privatisation of property assets of the former 
Greater London Council. Today, Workspace is 
a leading property company with over 70 sites 
around London, the company lets office, industrial, 
and workshop spaces, to small and medium-sized 
enterprises. Workspace is listed on the London 
Stock Exchange and is a constituent of the FTSE 
250 Index with a market value of around £2billion 
as of 31st March 2018. 

BUSINESS REQUIREMENTS
As one of London’s largest property firms, senior 
Workspace Group management reviewed their 
existing IT systems in mid-2016 and devised an IT 
strategy that focused on improving their Datacentre 
security, migrating key dev ops services to Azure, 
and implementing a new Business Continuity and 
Disaster Recovery (BCDR) strategy. 

The company has over 350 staff, consisting of 
200 employees located at their main head office 
in Oval, including finance, HR, customer service, 
facilities and support staff. In October 2016, SR 
Cloud Solutions were brought in to design the 
following solutions:

• Design and Implementation of a new BCDR 
solution that is cost effective

• New Head Office network infrastructure 
design and implementation 

• Primary datacentre firewall migration and 
implementation 

Workspace’s current BCDR strategy was based on 
VMWare 5.1 Site Recovery Manager using NetApp 
storage between two tier 3 datacentres located in 
London. The NetApp storage was nearing end of life, 
and in an effort to save on costs, it was decided by 
Workspace management that the secondary failover 
datacentre located in East London would be closed. 
Therefore, the new BCDR solution would have to 
incorporate a cloud technology solution capable of 
providing the same Recovery Time Objectives as 
their existing BCDR solution.

In addition, Workspace management were also 
moving to a new Head Office and refreshing their 
core infrastructure at the primary datacentre, 
moving to a hyper converged infrastructure based 
on Dell Nutanix. 

A key part of the project was to refresh the firewalls, 
updated next generation firewalls were required to 
enhanced security, and to provide the business with 
next level visibility of traffic, control, and reporting 
features. 

Tomjedur Rahman, Head of IT Operations at 
Workspace Group, says, 

“We were in the process of 
upgrading our infrastructure at our 
primary datacentre and wanted 
to minimize IT admin overhead 
in managing a secondary 
datacentre. We knew with the 
emergence of Cloud technologies 
that now was the right time to 
incorporate a private or public 
cloud solution to address our 
Business Continuity and Disaster 
Recovery strategy.” 

Tomjedur adds, 

“With the ever increasing and 
more advanced cyber threats, 
such as CryptoLocker, we felt the 
need to strengthen our internal 
security and safeguard our 
company against any potential 
threats.”

BACKGROUND  
Workspace Group contacted SR Cloud Solutions in October 2016 with the 
intention of utilising the cloud for business continuity, disaster recovery, 
and security. After initial discovery, SR developed a solution that fitted with 
Workspace’s requirements. This case study provides an overview of the 
technologies utilised. The solutions implemented by SR Cloud Solutions 
provide Workspace with an enhanced offering over their legacy setup in  
terms of performance, cost savings, and security benefits.

Tel: 0203 603 9960
Email: info@srcloudsolutions.co.uk

www.srcloudsolutions.co.uk

CLIENT SUCCESS STORY



CLIENT SUCCESS STORY

Tel: 0203 603 9960
Email: info@srcloudsolutions.co.uk

www.srcloudsolutions.co.uk

THE SOLUTION (CLOUD TO THE RESCUE)
SR Cloud Solutions based the new BCDR solution 
on Azure Site Recovery with Express Route. This 
was implemented at Workspace’s North London 
datacentre, and was a pre requisite providing a 
secure direct 200Mbps link into Azure. Azure Site 
Recovery was chosen as a solution for Workspace 
Group fulfilling a number of business requirements 
such as: 

• Simplified BCDR strategy – Site Recovery 
makes it easy to handle replication, fail-
over and recovery of multiple business 
workloads into Azure

• Provide flexible replication – Site Recovery 
allows Workspace to replicate workloads 
running on virtual machines, and Windows/
Linux physical servers

• Easy fail-over and recovery – Site Recovery 
provides zero data loss test fail overs to 
support disaster recovery drills without 
affecting production environments

• Eliminate secondary data-centre – 
Flexibility in replication and failover into 
Azure, minimising the cost and complexity 
maintaining a secondary failover site

• Integrate with existing BCDR technologies 
– Site Recovery integrates to protect SQL 
Server, including native support for SQL 
Server AlwaysOn to manage the fail-over of 
availability groups

• Azure Site Recovery as a migration tool - 
Site Recovery can be used to seamlessly 
migrate server workloads permanently 
into Azure Infrastructure as a Service, 
simplifying IT operations management and 
helping Workspace Group migrate DevOps 
servers into Azure IaaS

• Enhanced Recovery Time Objectives – Site 
Recovery has an RTO of fifteen minutes, 
that exceeds Workspace’s RTO of 1 hour

• Enhanced security – Site Recovery 
replication uses AES 256bit encryption as 
standard ensuring data security 

 

Tomjedur Rahman, Head of IT Operations at 
Workspace Group, says “Looking back, the 
decision to go ahead and implement Azure Site 
Recovery has been a great decision, with the help 
of the SR Cloud Solutions team our Business 
Recovery Time Objectives have been greatly 
improved over our previous DR solution.” 

SR Cloud Solutions were also tasked with 
designing and implementing Workspace’s new 
Head Office network infrastructure. As a Cisco 
Select Partner, SR Cloud Solutions utilised a 
design that incorporated industry leading Cisco 
Catalyst switches in a resilient core and access 
layer design.

Tomjedur Rahman, Head of IT Operations at 
Workspace Group, says “The transition to 
the new head office was made simple by the 
professionalism of SR Cloud Solutions team. The 
performance of the new network infrastructure is 
so much better; we have noticed a considerable 
reduction in the time it takes to upload files to our 
local ERP server.”

SR Cloud Solutions also assisted Workspace to 
migrate end of life firewalls from the primary DC to 
the latest industry leading Next Generation (NGFW) 
firewalls from Palo Alto. SR’s security consultants 
were able to achieve this by implementing the 
firewalls in a planned phased approach. Firstly, 
SR’s security consultants implemented the Palo 
Altos (NGFW) in V-Wire (transparent) mode and 
analysed traffic flows using Palo Alto’s APP-ID® 
and USER-ID® technologies. Understanding who 
is using the applications on the network, and who 
may have transmitted a threat or is transferring 
files, strengthens security policies and reduces 
incident response times.

After a period of analysis, SR’s security consultants 
applied a number of security policies including 
industry leading technologies such as: 

• Wildfire – a cloud based sandboxing 
environment that proactively protects by 
sending files to the cloud to be analysed 
and is used for identifying zero day threats

• SSL decryption – helps to identify web 
threats that are encrypted using SSL 
encryption

• Advanced security policies – web filtering, 
and application control 

Following first phase completion, SRs security 
consultant migrated the firewall configuration 
from the legacy firewalls into the Palo Alto firewall 
using layer 3 mode, then during a change window 
replaced the legacy firewalls causing minimal 
downtime. As a final step, an additional Palo 
Alto was added to provide resilience in an Active/
Passive configuration. 

Tomjedur Rahman, Head of IT Operations at 
Workspace Group, says “We have been impressed 
by SR Cloud Solutions process in migrating our 
old firewalls, with no impact to the business and 
a smooth easy transition. The Palo Alto firewalls 
have given us a level of insight into our network 
traffic that we never had before, and helps secure 
against known and unknown threats.”

TECHNOLOGIES UTILISED

COST EFFECTIVENESS
Workspace Group sees the value of Azure Site 
Recovery and has helped reduce internal IT admin 
overhead and costs, while also improving Recovery 
Time Objectives from 1 hour to 15 minutes. Azure 
Site Recovery has improved efficiency allowing 
the capability to run zero data loss test failovers, 
and with unique application recovery groups being 
used, in conjunction with Azure Automation, 
mission critical applications can be recovered into 
Azure seamlessly. 

Chris Boultwood, Head of Client Connected 
Services, says, “I have been really impressed 
with the professionalism and integrity of SR Cloud 
Solutions in the way in which they have carried out 
this project. There were a large number changes 
carried out, and the fact that there was zero 
downtime, or any impact on the business, is a 
testament to SR Cloud Solutions abilities.”

Jamie Richie, Director & Head IT projects at SR, 
says, 

“We strive for excellence in 
the planning and delivery of all 
our IT Transformation projects. 
Workspace Group have been 
excellent in working in partnership 
with us to make the transition as 
smooth as possible.”


